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Summary

I am an IT student with elementary knowledge in web development, Python, IT support tools, and basic web security
concepts. | have completed certified training in the spheres of web development, Microsoft Office, and penetration
testing. 1 am a quick learner, motivated to grow, and ready to get practical experience through an internship. | seek the
opportunity to improve my skills, learn from professionals, and contribute to real tasks with dedication.

Technical Skills

Web Development HTML CSS JavaScript
Programming Python (Basics) JavaScript (Basics)
Tools Git/GitHub VS Code Linux (basic) Microsoft Office
Soft Skills Problem Solving | Communication Teamwork Time management
Education
Bachelor of Science in Information Technology  University of the Punjab  2021-2025 2.46/4.00
CGPA
Diploma of Associate Engineer in Mechanical PBTE 2018-2021 72%

Matriculation Bise Lahore 2016-2018 2%


mailto:bilal.tech911@gmail.com
https://www.linkedin.com/in/muhammad-bilal-rafiq-a88483415

Certificates

Microsoft Office

Web Development Course

Penetration Testing Web Hacking Course

Intermediate Malware Analysis Course

EXxperience

Wells Computer College

NAVTTC
(Government of Pakistan)

Kamyab Freelancer Program

(Government of Punjab)

Red Team Leaders

Cybersecurity Training

Total working experience 5 years

Key Punch Operator

5 years’ working experience with Rustam Food Company (Distribution)

Management Responsibility:

(2020-2025)

e Managed data entry, invoicing, and reporting using digital tools (Salesflo, S&D Pro).

e Maintained system-generated inventory data with accuracy.

e Ensured correct financial records using software-based recovery systems.

e Used computer-based tools for reporting and daily operational updates.

Projects:

NorthTravelPK (Web Application)

e Built a full-stack tourism portal featuring real-time tour management, automated booking enquiries,

and localized safety alerts.

e Designed a mobile-first Ul with Bootstrap and integrated Google Maps for enhanced location-based

services.

e Developed an advanced Admin Panel to manage content, track user interactions, and moderate

community reviews.
Macro-Based Malware Simulation and Reverse Shell Exploitation using K

ali Linux

Developed a cybersecurity penetration testing project using Kali Linux and Windows 7 in a virtual
lab environment. Created and deployed macro-enabled malicious documents, generated reverse
TCP Meterpreter payloads using MSFVenom, and established remote shell access through
Metasploit Framework. Performed MITRE ATT&CK mapping and VirusTotal analysis to
simulate real-world malware delivery and post-exploitation techniques.
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